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P6Hx23-6.9013
PROCEDURE: INFORMATION TECHNOLOGY PASSWORDS
I.
Purpose  


The purpose of this policy is to establish standards for the creation of strong passwords, password protection, and frequency of password changes.  Passwords are the primary means by which access to information, computing systems and services are controlled.  

II.
Scope 


The scope of this policy includes all personnel who have or are responsible for an account (or any form of access that supports or requires a password) on any computing system that resides at any St. Petersburg College facility, has access to the St. Petersburg College network, or stores any St. Petersburg College information.

III.
Policy

A.
General 

1.
All system-level passwords (e.g., root, enable, NT admin, application administration accounts, etc.) must be changed at least every 90 days.

2.
All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed at least every 60 Days. 

3.
User accounts that have system-level privileges granted through group memberships or programs such as "sudo" must have a unique password from all other accounts held by that user.  


4.
Where Simple Network Management Protocol (SNMP) is used, the community strings must be defined as something other than the standard defaults of "public," "private" and "system" and must be different from the passwords used to log in interactively.  All default or factory system passwords must be changed.


5.
Passwords for SPC business use should not be used on personal accounts for internet services such as EBay, trading, or banking. 


6.
Passwords which are suspected of being disclosed or otherwise compromised must be changed.


7.
Suspected or actual password compromise or breeches shall be reported to the director of Network Systems promptly. 


8.
Passwords may not be posted on computers, desks, or unsecured locations.


9.
Application and system developers must ensure that programs and scripts are consistent with the password security policy.

B.
Requirements


1.
User account passwords should remain secret.  They should not be disclosed to others, including supervisors, administrative assistants, or technical support personnel. 


2.
Passwords should not be sent via email, recorded, electronically transported, or stored on unencrypted media or in unsecured enclosures. 


3.
Reuse of previous passwords should be avoided.


4.
Passwords should not be stored in a digital file on any unencrypted computer system including portable devices, cell phones or media. 


5.
Passwords should not be stored or transmitted electronically in clear text or in any easily decipherable form. 


6.
Passwords should be selected with careful consideration using the following “strong” password characteristics:



a)
Six or more characters long



b)
Contains at least two numeric characters



c)
Contains both upper and lower case character



d)
Contains no words found in any language or 
dictionary



e)
Not based on personal information
    
(family, pets, business, birthdates, etc.)



f)
Contains no text pattern found in the account name



g)
Contains at least one special character, such as  
!@#$%^&*()_+|~-=\`{}[]:";'<>?,./ )

IV.
Enforcement and Consequences


A. The Information Systems – Networks staff where possible will utilize technological means to enforce:

1.
Minimum password length – 6 characters

2.
Maximum password age – 60 days 

3.     Password history – last four passwords

B. Password cracking or guessing may be performed on a periodic or random basis by Information Systems - Networks or its delegates. If a password is guessed or cracked during one of these scans, the user will be required to change it.
C. Violation of this policy may result in the revocation of access to the College information technology resources.

History:  Adopted – 4/17/12.  Effective – 4/17/12.
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