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PROCEDURE: INFORMATION SYSTEMS—AUTHORIZATION FOR PEOPLESOFT SYSTEM USER ACCOUNTS
I. 
PURPOSE AND INTENT

To provide procedures for authorizing and administering the assignment of user accounts to access the College’s PeopleSoft Financials, HR/Payroll, and Student Administration Systems, and for field and record-level auditing of the PeopleSoft Systems.  In these systems user accounts are technically known as User Profiles.



II. 
PROCEDURE—GENERAL


A. Students, Faculty and Staff are exempt from this procedure solely for the purposes of accessing the PeopleSoft Systems via the MySPC Self-Service roles.  All other access to user accounts and roles shall adhere to this procedure.

B. 
Because of the importance placed upon user accounts (i.e. User Profiles), and their role in controlling access to the College’s PeopleSoft Financials, HR/Payroll, and Student Administration Systems, the authorization for assigning or changing user profiles will be approved by the supervisor to whom the user account holder ultimately reports.  Approvals will also be required, as specifically set forth hereinafter, by the cabinet member/provost, the vice president of Administrative/Business & Information Services, executive director of Human Resources & Public Affairs or the associate vice president of Information Systems, as the case may be.

C.
Day-to-day administration of PeopleSoft security is the responsibility of the AIS security administrators, or a designee of the associate vice president of Information Systems.


III. 
PROCEDURE—FINANCE, HR/PAYROLL, & STUDENT ADMINISTRATION ACCESS CONTROLS (See diagram A)

A. Users will submit a PeopleSoft Access Request using a web page form. The request shall include a reference to a known functional job position, corresponding functional security role, or listing of menus, pages, etc. required.  The request shall be forwarded, by the user, in email to the user’s supervisor, unless such a completed form is already on file for user.

Users will also complete a Protection of Information and Access Agreement form and submit it to the AIS PeopleSoft security administrators via email.  

B. Requests for user access to the PeopleSoft Finance systems shall be submitted via the supervisor to the vice president of Administrative/Business & Information Services, or in his/her absence, the associate vice president of Information Systems for review and approval.  

C.
Requests for user access to the HR/Payroll systems shall be submitted via the supervisor to the executive director of Human Resources & Public Affairs, or in his/her absence, the vice president of Administrative/Business & Information Services for review and approval.

D.
Requests for user access to the PeopleSoft Student Administration system shall be submitted via the provost to the associate vice president of Enrollment Management for review and approval.  In the absence of the associate vice president of Enrollment Management, the request may be submitted via the supervisor to the vice president of Administrative/Business Services & Information Systems for review and approval.

E.
Approved requests from the associate vice president of Enrollment Management, vice president of Administrative/Business Services & Information Systems, executive director of Human Resources & Public Affairs or associate vice president of Information Systems, as the case may be, shall be forwarded by email to the PeopleSoft security administrators in AIS.  AIS security administrators will verify that a completed Protection of Information and Access Agreement form is on file for the user.  If not, the administrators will obtain an Agreement from the user before fulfilling the PeopleSoft access request. 

F. The AIS security administrators will maintain a copy of the user’s completed Protection of Information and Access Agreement form. If a copy of the Protection of Information and Access Agreement form is not already on file with the Human Resources department, an AIS security administrator shall send a copy to the Human Resources department for the user’s personnel file.
G. For new User Profiles, the PeopleSoft security administrators shall establish a User Profile and link the User Profile to an appropriate role as specified in the request.  The User Profile name will match the user’s Microsoft Active Directory user account name.  Users will use their Active Directory user name and password to login to the appropriate PeopleSoft system.  Active Directory account passwords must be changed as specified in the Information Technology Password Policy Rule 6Hx23-6.9013.

H. Upon resignation or termination of an employee, the employee’s supervisor shall be responsible for requesting by email to the Employee Separation email group (ESPAAR) that the employee’s User Profile be de-activated.

I. 
The PeopleSoft security administrators shall retain a record of all approved requests, User Profile additions, deletions, profile changes, and role changes for a period of two (2) fiscal years. 


IV.
PROCEDURE—FIELD AND RECORD LEVEL AUDITING

A.
PeopleSoft provides some field-level and record-level audit capabilities.  PSAUDIT, an audit table, is created where the User Profile ID, date, time, old value, new value, and other details are written when an audited record or field value is inserted, updated, and/or deleted.

B.
Requirements for system audits to meet business and/or State 
Operational Audit needs shall be specified for the PeopleSoft Systems by the vice president of Administrative/Business & Information Services in collaboration with the associate vice president of Information Systems or designee.

C.
The associate vice president of Information Systems, shall specify requirements for system audits to meet technical management needs and/or State EDP Audit recommendations.

D. Requests to turn on or turn off audits of inserts, updates, and/or deletes to field-level or record-level data shall be submitted for review to and approved by the vice president of Administrative/Business & Information Services.  Approved requests shall be forwarded in hard copy or email to the associate vice president of Information Systems, who shall ensure the audits are implemented, and notify the requestor of the table(s) or report(s) where audit results can be reviewed.

E. The associate vice president of Information Systems, or his/her designees, shall periodically review and sign-off on functional audit reports to ensure data integrity and that only authorized data changes have been made.  Appropriate corrective and disciplinary action shall be taken in the event of a security breach.

F. The associate vice president of Information Systems, or his/her designee, shall periodically review and sign-off on technical audit reports to ensure system integrity and that only authorized system changes have been made.  Appropriate corrective and disciplinary action shall be taken in the event of a security breach.

G. Human Resources and Information Systems shall retain Audit Reports for a period of two (2) fiscal years.

Diagram “A”
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