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P6Hx23-1.8102

PROCEDURE: INFORMATION TECHNOLOGY—ADMINISTRATIVE COMPUTER ROOMS GENERAL SECURITY

PURPOSE AND INTENT:


To provide for secure and controlled access to the Administrative Computer Rooms from entry by unauthorized personnel for the purpose of:

I.
protecting both equipment and data from inadvertent or malicious damage or destruction, theft, exfiltration of data, and

II.
controlling traffic to minimize disruptions to computer operations, thereby helping to insure maximum productivity.

PROCEDURE—GENERAL:

ADMINISTRATIVE COMPUTER ROOMS are defined as Room 109 at the Clearwater BT Building and Room 128 at the Seminole TL Building; and Telephone Rooms and Network Closets on other sites.  

The Clearwater BT Building and Seminole TL Building are instructional facilities and, except for the Administrative Computer Rooms, are open to students and College personnel.  Physical access to the Administrative Computer Rooms is controlled by electronic access control systems that can sense, detect, and report unauthorized entry after hours.

Day-to-day administration of the access cards, electronic card reading system, Sonitrol system, and keypads is the responsibility of the College’s Security and Facilities Management Department.

Admittance to Computer Rooms, Telephone Rooms, and Network Closets is authorized by the IT Department Executive staff or their designee, for (1) College-operating, maintenance, and custodial personnel, and (2) field maintenance personnel who represent the suppliers of equipment.

Tours of the Administrative Computer Rooms can be arranged by the group’s sponsor by contacting the IT Department’s Executive staff or their designee to schedule times of mutual convenience so as not to interfere with critical operations or peak periods of activity.

PROCEDURE—DETAILS

Access to administrative computer rooms shall be restricted to only those persons requiring access to equipment rooms in order to carry out their job responsibilities.

Requests for access shall be submitted for review and approval to the IT Executive staff or their designee.
Approved requests shall be submitted  to Information Security.

Keys and access cards shall be safeguarded at all times.  Lost keys or access cards shall be reported immediately to Information Security or his/her site designee.

The employee’s immediate supervisor is responsible for obtaining any keys and access cards to administrative computer rooms from an employee upon separation from the College and returning them to College Security.

History:
Adopted – 2/16/88; formerly numbered P6Hx23-1.810.1.1; 10/17/01.  Filed – 10/17/01.  Effective – 10/17/01; Approved – 10/18/23.  Effective – 10/18/23
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