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P6Hx23-6.9016  PROCEDURE: INFORMATION TECHNOLOGY—SERVER   SECURITY

I.
Purpose  
The purpose of this Procedure is to establish minimum IT security standards for the configuration of the College’s server computing equipment. Effective implementation of this Procedure will minimize the risk of unauthorized access to servers and limit interruptions to the services provided by the College’s servers.
II.
Scope 

This Procedure applies to server computing equipment owned and/or operated by St. Petersburg College, and to any server equipment connected to the St. Petersburg College network.

III.
Compliance Requirements

A. General

All server equipment must be approved and registered with the College Information Technology Department prior to being connected to the College network.   The Information Technology Department will maintain an inventory of all servers, including the name(s) of the server system administrators, its network address and installed services for each server.  If the server is not administered by the College’s Information Technology staff, then the name of the server along with contact information must be provided to the Information Technology Department.
B. Server Security Requirements

1.
All servers must be approved by and registered with the Information Technology Department or designee prior to purchase.
2.
All server moves or new installations must be coordinated with the Information Technology Department or designee prior to being connected or reconnected to the network.
3.
All servers shall be inspected by the Information Technology Department or designee prior to being connected to the network at which time the following shall be verified:  
a)
Proper operating system installation and licensing

b)
Domain membership, trusts and permissions

c)
Server applications, compatibility and correct configuration

d)
Service packs and security updates

e)
Proper minimum security and rights assignment

f)
Availability of administrative access to Information Technology staff, or designee
g)
Installation and operation of anti-virus software

h)
Personal and sensitive data content

4.
 All Windows based servers must run up to date anti-virus software. Exceptions to this Procedure must be approved by the Information Technology Department.
5.
Password management: Passwords must meet minimum complexity requirements. Passwords must not be shared. Access to servers and server resources shall be restricted based on job function and the "least privilege" principle.

6.
Servers must be updated weekly with the latest service packs and security patches, with the exception of service packs and security patches that are known to have adverse effects on the operation of services.  Such exceptions shall require the approval of the Information Technology Department or designee.
7.
Requests for static IP (internet protocol) addresses for servers shall be submitted via a work order placed through the College’s Technical Support Helpdesk.  All such requests must be approved by the Information Technology Department or a designee.
8.
Servers requiring a static IP address shall host only essential services and applications. Any unnecessary services and applications must be disabled or removed. 

9.
Remote administrative access shall be limited to authorized users inside the College network, or through the Internet via virtual private network.
10.
Use of FTP, Telnet, and R-commands should be replaced with secure alternatives like SSH and SCP where possible.

11.
Local access to server consoles shall be limited to authorized administrators.   

12.
Where necessary, an enterprise configuration agent shall be installed on servers to enable remote monitoring and surveillance.  

IV.
Server Data Security

A. The security of data stored on College servers maintained by Information Technology staff is the responsibility of Information Technology staff with support of the data owner and creator. 

B. The security of data stored on College servers maintained by campus staff is the responsibility of Information Technology  staff with support of the data owner and creator. 

C. The Information Technology Department shall be responsible for providing the technical means for centralized data backups for servers within their purview.  
D. Downloading of personal and sensitive information such as names, addresses, SSN’s, and other sensitive information shall be strictly prohibited except if required to perform duties outlined in the employee’s position description.

E. Servers should be equipped with encryption and/or intrusion detection technologies to protect against unauthorized access to personal and sensitive data.

F. All storage media must be completely overwritten with random information prior to disposal or transfer to another entity (including hard disks, tape media, floppy disks, and any other writable media). If media cannot be overwritten, media shall be destroyed.
G. Data retention shall adhere to the standards set forth in the College’s Data Retention Procedure.

H. On premise servers shall be physically secured in a secure location with restricted access. Servers shall be protected from environmental threats such as fire, water damage, and temperature fluctuations.
V.
Enforcement and Consequences


A. Violation of this Procedure may result in the revocation of all access to the St. Petersburg College Information Technology resources.
B. An incident response plan shall be in place to handle security incidents involving servers. All security incidents involving servers shall be reported to the Information Security Officer.

C. Procedure Awareness and Training

1.
Awareness:  All personnel with access to servers shall be made aware of this Procedure and their responsibilities under this Procedure.

2.
Training: Personnel with access to servers shall receive security training on an annual basis.

D. Procedure Review and Maintenance

1.
Review: This Procedure shall be reviewed on an annual basis and updated as needed.

2.
Maintenance: The Information Security Officer shall be responsible for the maintenance and enforcement of this Procedure.

E. Unauthorized devices may be disconnected from the St. Petersburg College network and/or impounded to a secure location pending assessment of an incident by the campus Provost or Vice President of Information Technology.

History:  Adopted - 4/17/12.  Effective – 4/17/12; Approved – 10/18/23.  Effective – 10/18/23.
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