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P6Hx23-1.8105
PROCEDURE: INFORMATION TECHNOLOGY—INTERNET FIREWALL SECURITY CONTROLS

PURPOSE AND INTENT


To provide a procedure for access to, and configuration of the College’s firewall systems.  Additionally, to provide protection of the College’s computers and electronic data assets against unauthorized users, hackers, and other potentially destructive intruders.

Access controls at the College’s firewalls are provided by next generation firewall software, and through a port- or application-based policy.  The firewall rule-base distinguishes between authorized and unauthorized applications, port numbers, and IP addresses.

PROCEDURE:


Day-to-day administration of the College’s firewall systems is the responsibility of the College’s Network Engineering staff, or a designee of the Associate Director of IT Operations.

The firewall rule-base, and assignment of authorized applications and port numbers, shall be designed, documented, implemented and tested by the Network Engineering staff, or a qualified service provider.

The Information Security Officer, their designee, or the Vice President of Information Technology/CIO shall review and approve firewall rule-base design and test results.

Any subsequent changes to the firewall rule-base must be requested in writing and approved by the Information Security Officer, their designee, or the Vice President of Information Technology/CIO.

Records of all changes to the firewall shall be maintained for a minimum period of 1 year.

All origination and termination log data on transactions and traffic going into and out of the firewall systems shall be logged and stored for 1 year.


The Associate Director of IT Operations, or his/her designee, shall maintain a list of all persons with authorized log-on privileges to the Internet Firewall.


Persons who log on or otherwise gain access to the College’s firewall software and rule-base without authorization of the Associate Director of IT Operations, are in violation of this Procedure and commit a serious breach of security.
History:
Adopted - 2/16/88.  Amended - 4-12-88.  Effective - 4-19-88, formerly P6Hx23-1.810.2.1; 10/17/01.  Filed – 10/17/01.  Effective – 10/17/01; Approved – 10/18/23.  Effective – 10/18/23.
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