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P6Hx23-1.8104
PROCEDURE: INFORMATION SYSTEMS—ELECTRONIC SECURITY OF ADMINISTRATIVE COMPUTING AND NETWORKING FUNCTIONS

PURPOSE AND INTENT:


To provide procedures for user logon and password security of the Administrative Computing and Networking functions, to include (1) general access controls, (2) internet firewall controls, (3) college-wide network logon controls, (4) UNIX central servers controls, and (5) controls for PeopleSoft financials and PeopleSoft HR/Payroll computer programs and computer files.


PROCEDURES:


Procedures for the above topics are:

I.
P6Hx23-1.8104
General Access Controls

II.
P6Hx23-1.8105
Internet Firewall Security Controls

III.
P6Hx23-1.8106
College-wide Network Logon Security Controls

IV.
P6Hx23-1.8107
REGIS Student Registration System Logon Security Controls

V.
P6Hx23-1.8108
UNIX Central Servers Logon Security Controls

VI.
P6Hx23-1.8108
PeopleSoft Finance and PeopleSoft HR/Payroll Logon Security Controls

GENERAL ACCESS CONTROLS:

Access controls are established and maintained for each college-wide mission-critical system, including Internet Firewall, the College’s wide area network, student registration, central UNIX systems, Finance, HR/Payroll, and others.

Access controls for safeguarding computer and data assets are provided by means of physical access controls, and computer-based security software systems.  The security software systems are implemented on central network servers and database servers located in the College’s Administrative Computer Rooms, Telephone Equipment Rooms, and Wiring Closets throughout the College.

RESPONSIBILITIES:

All users of the College’s computing and networking resources, including faculty, staff, and students, shall be responsible for reviewing and adhering to the College’s computer and network access control procedures.

Users are required to enter user ID (i.e. name) and passwords, and, depending upon the system, periodically change their passwords to ensure a high level of security and data integrity.

Written approvals, typically in the form of email messages, are required from a designated manager to add user accounts, delete user accounts, provide access to panels and/or tables, open or close firewall ports, and other similar access control changes.

Changes to access controls, user accounts, etc., as well as day-to-day maintenance and operation of access control software are performed by systems administrators, network technicians, and helpdesk technicians in the Information Systems organization.

The vice president of Information Systems, in coordination with and with support from the vice president of Business Services and director of Human Resources, are responsible for maintaining these procedures and ensuring their adherence.

Specific Authority:
240.319(2) & (3), F.S.

Law Implemented:
240.319 (4)(v), F.S.; Senate Bill 1162, 2001 Legislature; Rule 6A-14.0261, F.A.C.

History:
Adopted – 3/31/88, formerly P6Hx23-1.810.2; 10/17/01.  Filed – 10/17/01.  Effective – 10/17/01.
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