PROCEDURE

	
	
	
	PAGE

	SUBJECT
	PROCEDURE:
INFORMATION TECHNOLOGY—ACCESS TO THE ADMINISTRATIVE COMPUTER SYSTEM AFTER HOURS
	P1.8103-


	PROCEDURE NUMBER
	P6Hx23-1.8103
	
	10/18/23
Revision #23-10



PROCEDURE: 
INFORMATION TECHNOLOGY—ACCESS TO THE ADMINISTRATIVE COMPUTER SYSTEM AFTER HOURS
PURPOSE AND INTENT


To provide a procedure for documenting after hour access to Administrative Computer Rooms by the College’s technical staff and non-college support-related staff.

For this definition “technical staff” is defined as Information Technology staff needing access to these rooms to perform their duties.  

On many occasions, technical staff members are required to work on the Administrative Computing and Networking Systems at times outside of normal College operating hours.  Typically, these times are between 8 P.M. and 7 A.M. on weekdays and on weekends.

PROCEDURE


Each employee must present their access card to the card reader to record their access. For employee-accompanied vendors or other non-employee access, a log sheet will be maintained in all Administrative Computer Rooms.

Non-employees are defined as external maintenance personnel or members of tour groups and must log their activities or visit on the log sheet.

The log sheet must include at least the following information:
Date
-
enter the date of the activity.

Time
-
enter the time period during which the activity takes place.

Name
-
the visitor will enter his/her name.
Description
-
describe the activity.


The activity will also be documented properly according to the relevant procedures.  
History:
Adopted – 3/31/88, formerly P6Hx23-1.810.1.2; 10/17/01.  Filed – 10/17/01.  Effective – 10/17/01; Approved – 10/18/23.  Effective – 10/18/23.
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